MARC BLANCHARD VI RUS DOCTEUR

3rd october 2009 - I somor phic Behavior

On one of the conficker networks that i pratice the research sent alarm :
- The alarm is :

Robotization MAP on hybrid network has detected a suspicious activity :
Date : Sat-03-Oct-2009_12_08_50

Suspicious file : c:\\windows\system32\twndbpam.dl

It is detected as a generic confiker by AVs.

This file was pushed automatically by the worm.

Here is its entry point:

Entry point in file offset: 0x153f0 File format: PE executable (Win32)

80 7c 24 08 01 0f 85 ¢2 01 00 00 60 be 00 60 00 ; 00000

10 8d be 00 b0 ff ff 57 eb 10 90 90 90 90 90 90 ; 00010

8a 06 46 88 07 47 01 db 75 07 8b 1e 83 ee fc 11 ; 00020

db 72 ed b8 01 00 00 00 01 db 75 07 8b 1e 83 ee ; 00030

fc 11 db 11 cO 01 db 73 ef 75 09 8b 1e 83 ee fc ; 00040

11db 73e431¢c983e803720dcle0088a06 ;00050

46 83 fO ff 74 74 89 ¢5 01 db 75 07 8b 1e 83 ee ; 00060

fc 11db 11 c9 01 db 75 07 8b 1e 83 ee fc 11 db ; 00070

11c975204101db 7507 8b 1e 83 ee fc 11 db ; 00080

11c901db 73 ef 7509 8b 1e 83 ee fc 11 db 73 ; 00090
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e4 83 ¢1 02 81 fd 00 f3 ff ff 83 d1 01 8d 14 2f ; 000a0

83 fd fc 76 Of 8a 02 42 88 07 47 49 75 {7 €9 63 ; 000bO
ff ff ff 90 8b 02 83 c2 04 89 07 83 c7 04 83 €9 ; 000cO
04 77 f1 01 cf e9 4c ff ff ff 5e 89 7 b9 f6 00 ; 000d0

00 00 8a 07 47 2c €8 3c 01 77 f7 80 3f 00 75 f2 ; 000e0

8b 07 8a 5f 04 66 c1 e8 08 c1 c0 10 86 c4 29 f8 ; 000f0
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